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Automatic Optimization

Cost modeling enables huge
optimization opportunities
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“Zero-Knowledge for the Masses”

Users write ZK code in C#, as
one part of a larger project

L 7

Distributed Environments

ZOD automatically places code
on different computational tiers



This talk: at a glance
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Location
data

Integrity concern:
users send false data
to protect their location

Privacy concern:
server knows all my locations

Traffic
Information



Zero-knowledge proofs offer a solution to
this fundamental tension |
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Partition roads
into segments
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Why Such a Contrast?

These zero-knowledge “back-ends” have
significantly different execution models

ZQL Pinocchio

Compiles specialized Compiles C to a fixed
language to F#, then CIL circuit representation




ZO: An Optimizing Compiler for ZK

2O uses the best of both back-ends as appropriate for the
application at hand
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ZO: An Optimizing Compiler for ZK

Users write code in C#

var squared = gpsQuads.Select(quad => (quad.nth<int>(3, 4) - quad. X quad.

// Now do the zero-knowledge aggregation

// Get the sum of the squared incremental distances

ZeroKnowledgeBegin();

var distlisttup = squared.Select(sq => sqrtTable.First(row => row.nth<int>(1,2) == sq));
var distlist = distlisttup.Select(dltup => dltup.nth<int>(2, 2) * onevalue);

var distval = distlist.Aggregate(1, (acc, sum) => acc + sum);

ZeroKnowledgeEnd();

// Now wrap the result in a Distance type

// This is not going to be zero-knowledge

var dist = new List<int>() { distval };

var withUserNames = dist.Zip(userNames, (_dist, _user) => new { dist = _dist, user = _user })
var returnVal = new DistributedEnumerable<Distance>(withUserNames.Select(d => new Distance(d.




ZO: An Optimizing Compiler for ZK

Input Performance
Analysis

Build detailed cosf models that characterize how

expensive C# will be when translated to zero-knowledge

Cost Model

¢ ml4 Program B S,
o Structure




ZO: An Optimizing Compiler for ZK

Performance ZK Translation
Analysis

Use cost models to find optimal translation,
then convert to ZK-producing IL

Cost Models

Global
Optimization

Performance
Profile




ZO: An Optimizing Compiler for ZK

Performance ZK Translation Tier Splitting
Analysis

Use location annotations to split IL between tiers,
insert automatic data transfer and synchronization

Location
Annotations




ZERO-KNOWLEDGE IN C#



Zero-Knowledge in C#
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Specify ZK input sizes to help optimization

var svalues = shares.Select(share => share.Value);

................................ Programmers specify ZK regions

lZeroKnowledgeBegln(),.
int aggShare =|svalues Aggregate(9, (acc, share) => acc + share);
ZeroKnowledgeEnd(); ~

return new DistributedEnumerable<ShareValue> 7K operations given by L|NQ
( .
new List<ShareValue>() { new ShareValue(égégﬂgﬁgismggb§lPoint) }

)5



COST MODELING



Cost Models for Optimization

Cost models characterize the ZK runtime of C# code

[ C# Source ]

[ Size of Input

Cost Model

Runtime ]

timings

[ Micro-op

————————————————————————

size of input micro-op timings



Building a Cost Model

Symbolic evaluation
over polynomial domain

RN
ZQL

map, fold, find
expressions: we can
always bound the
number of ops in each
expression

Static circuit evaluation
polynomials

Pinocchio

Given a circuilt, we can
determine evaluation
and proof generation

time



TRANSLATION &
TIER SPLITTING



Translating C# to Zero-Knowledge

Cost Models Performance Profile

f(inputListSize) = eqOp * inputListSize + addOp + ... Tier Compute Cost Transfer Cost
Mobile 2 3
f(numPeers) = addOp * numPeers + multOp + ...
Server 0.5 1

f(numItems) = multOp * numItems + eqOp + ...

<

Global Optimization

Pinocchio ZQL ZQL Pinocchio ZOL



// Get th // Get the 1ist of user names

var userNames = gpsPts.Select(loclist «> loclist.Aggr =
var userN var squared « gpsQuads.Select(quad > (quad.ntheint>(CList.Aggn

var Squaf‘ [/ Now @0 the zero-knomledge aggregation l‘nth<int>(

{/ Qur-==%a_sun of~Ne ~augred \ne~-aatal Mt aces
// Now do the zero-knowledge aggregation
// Get the sum of the squared incremental distances
ZeroKnowledgeBegin();
var distlist = S Se

t ’ e ] o6 #>480rtTable.Firs
var dist] Zeroknowledgeegin(); dltup.nth¢
var distlisttup = squared.Select(sq => sqrtTable.Firs
var disty var aistitst = distiistrup.Select(ditup => dltup.nthalM) => aCC
vor distval = distlist Aggregate(l, (ecc, sum) => act

ZeroKnowl Zeroknowledgetnd();

Insert code for marshaling
and synchronization
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Aggregate
Traffic Data
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EVALUATION



Experiments

We ran each application in three
configurations

ZOQL Pinocchio 2.0
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(2) Latency

(3) Proof Size

(a) Waze (server)

400 4

8
=

=
=

100 200 300 400 300 GO0 TOO A0 900 1000
# Peers
(d) Loyalty (client)
o
| “®- Hybrid
~a- Pinoccho
e - 2L .
=
g
e
=0 150 20 20 00 35 40 450 500
# Purchases
(8) Loyalty
10"
-8~ Hybeid
—3 ~o— Pinocchio
= -~ ZQL
82
w
‘s
B,
-9
4
o ?-8-> - o +
B0 150 N0 20 300 30 40 450 500
# Purchases

Latency (s) Queries/minute

Proof Size (b)

(b) Slice (server)
o0
- Hybeid
-~ Plnocchio
- TQL
100
2008
ozwmmuxn.wow)mnsooumxmn
# Peers
(e) NIDS (client)
~@~ Hybrid
~a- Fincechio
awot zoL
200
100 200 %0 40 SO0 B0 TO0 A0 B0 1000

Trace Length (bytes)

(h) Waze

T A

0 00 300 0 W0 WO WX

# Peers

1000

Latency (s) Alerts/minute

Proof Size (b)

a
=

g

=3

w

o~

"

-

(c) NIDS (server)

i 200 30 X T0 80O W00 1000

0 wo
Trace Length (bytes)

=

(f) Waze (client)
- Hybrid
~o— Pincechio
- QL
UM 20 30 40 500 u:) 730 ﬁ u?n_:m
# Regions
(i) NIDS
w

M0 W A0 M0 600 N0

Trace Length (bytes)

100 00

Figure 10: (1) Throughput, (2) latency, and (3) proof size for a characteristic sample of application functionality.



Z2QD’s cost models identified expensive operation, used

correct back-end




Global optimization traded server performance on small

inputs for greater scalability on both tiers




Experiments

We ran each application in three
configurations

ZQL Pinocchio VA%,

Scaling Scales up to 10x larger data

12/Vaie)rmgg=iglel=t Up to 40x improvement in runtime

Proof Size Up to 10-100x smaller than ZQL




Conclusions
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Cost modeling enables |
aggressive optimizations
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Automatic tier splitting
simplifies distributed apps

High-level input language

brings ZK “to the masses”







This talk: at a glance

= 4 wq n ‘
7 B ‘_‘; “"

—

Crowd-sourced traffic maps Personal Fitness Rewards

et

Collaborative Recommender

Human Subjects Studies

System




Conclusions

* ZO 1s a new zero-knowledge compiler

— Detailed cost modeling enable aggressive
optimizations
— High-level language brings ZK “to the masses”

— Automatic tier splitting simplifies distributed
apps

* Illustrated benefits with six interesting apps
— ZQ’s optimizations make these feasible

Thanks!



personal data
egitimate

concerns 1s wiaespreac

In many applications, this
creates a tension between
privacy and integrity




Zero-Knowledge: A Promising Solution

Ratsvel ds

Prove that a computation was performed
correctly without revealing inputs
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* The map is broken into regions, and I
the desired statistic is the number of
clients in each region at time .

* At regular intervals, the server
requests density stats from the clients.

* Onreceiving a request, each client:
" 1. Takes a GPS reading
2. Computes its map region

3. [Encodes its region as a vector, zero
everywhere but the column for its
region

4. Creates shares of its vector, sends them
to other clients

5. Onreceiving the other clients’ shares,
each client sums all received shares and
sends the result to the server

e ~ Onreceiving the summed shares from

the clients, the server reconstructs the

sum to obtain the density map

Zero-Knowledge




Time to Apply Discount
400 375.29

Client Server
mZQL mPinocchio © Hybrid



Execution Time (s)

600

500
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100

Time to Redeem Workout

562.71

Client Server
mZQL mPinocchio ™ Hybrid



Cost Model Accuracy

Different stages of a single ZK
computation

ZQL Pinocchio

‘Setup Prover Verif.! | Keygen Prover Verif.

FitBit 0.01 1.81 0.10 0.39 0.20 0.00
Waze 0.11 0.29 0.25 0.04 0.02 0.00
Loyalty 0.03 0.35 g1l 0.31 0.20 0.00
Slice 0.06 0.41 0.32 0.05 0.03 0.00

Average |:0.05 0.72 0.20: |i0.20 0.11 0.00 :

I

/ Absolute regression error (in seconds;

' L
\

)

I

I

\

\

\
I \

0.32 seconds on average 0.1 seconds o'n average
(9%) (14%)



ZOL

Target code is purely-functional, operates on F# lists

* Translated code mimics structure of original program, does
additional cryptographic work for each primitive operation

* Relies heavily on a few primitive operations: map, fold, find
 Lambdas allowed only in limited contexts ——
« Translated code is highly parallelizable, esp. for the prover ‘ °“°:'V \

e Runtime available for WP 7 and 8

Y
Prover Verifier
Code Code

Certified Query
Results

Client Service



Pinocchio

Target code is a fixed-length arithmetic circuit

Input language is C with static loops,
constant dereferences, no recursion
Everything is in-lined

Values are broken into constituent
bits, Boolean operations used

Circuit evaluator/prover is optimized
native code

Requires polynomial interpolation
and division

No support for parallel execution




Goals for ZO

Pexformance

Neither back-end is one-
size-fits-all
Understanding

performance requires
specialized knowledge

Bring zero-knowledge to
““the masses”

Usability

Users should never write
their own crypto

Seamless integration
with existing code

— LINQ is our bridge to
zero-knowledge

— Can integrate ZK with
large amounts of Ul,
Libraries, arbitrary logic

Automates tier-splitting



ZO: An Optimizing Compiler for ZK

Performance ZK Translation

Tier Splitting
Analysis

e Client IL
e ServerlIL
e Resource IL

e Arithmetic
Circuit
.NET IL

Cost

C# Source Polynomial

Implemented in C# and F#
* 9995 LoC
* Uses CCI for processing and analysis, operates on IL
* Uses Solver Foundation to resolve constraints

Still a work in progress
* Integrate cost model generator
* Tune cost model primitive coefficients



Translation in Action

let y = fold (fun acc r -z
(acc + r)) (toPrv 8) X

ZOL Pinocchio

let y =
fold
(fun acc r -
let s_acc, ws_acc = acc 1 Multiplication
S IR L 100 Additions -
iet s —_Edd s acc s_r 101 I/O Wires
et ws = add ws_acc ws_r
(s, ws))
12
_f2

total
input
input
input

2

0 input

1

2
input 3

4

5

6

.

input
input
input
input
input
input
input

input
input
input
input

S oS e S S S o S W



Pinocchio

ZQL

Performance Comparison

Tables

3 .
Requires fixed input
size

L All operations
execute over every
element

\

N\

Comparisons

fixed
arithmetic

Built-i
“stand

- e
Uses functional lists

Find operations
complete when
predicate matched

\.

“Big Data”

equality*

Other comparisons
must be implemented
in query

J

-

smplex
" Goodfor parisons

Fixed-width
operations

7

Infinite-precision

Multiplication
increases data size

\.




ZOQL Performance

Symbolically execute code generated by ZQL compiler

let find (pred : "a -» 'b)
(t: "a table) =

let size table = t.size table
let size columns = t.size columns
assign_env_coff size table
let = pred size columns
restore_env_coff ()
size columns

of nested op.

let { ,cl,c2,c3,c4) = find (fun (regn,x1l,x2,yl,y2) -» (regn = reg)) regionlist

Cryptographic
Overhead
A
|

|
eqOp*regionlistSize + addOP + 12*expOp + 3 * extendOp + 14*mlitOp + ...




M=1
mit 1
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=split

put
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Pinocchio Pexformance

Static polynomial based on circuit characteristics

‘cygdrive/z/Desktop/pinoch-new/pinoch-new; e/ccompiler/in

ercomp. py z0.c --arith test.arith --cpparg Ibuild/ DBIT_WIDTH=32 DPARA

* el
TEMN T
R o 1

fcyagdrive/z,/Desktop,/pinoch-new/pinoch-new/code/ccompiler/in

v

0O(6002 log? 6002) (add+mul) + 6507 ExpT + 44034 ExpB + 50541 ExpMulB + ...




Compiling to Zero-Knowledge

IL
Code

LingExpr
LambdalLinqgExpr
Lambdalingld
ZipLingExpr

aLingExpr | ZipLingExpr
. bdaLingld(Lambda)
Selfct | Aggregate | First
|d.Zip(ld, NewAnonObj)



void funll(struct QuintZBLEN1e® *paraml2, struct Quint *nthtarget®)

1
*(nthtarget®) = paraml2-:>Enumerable[@];
int itwl;
for(itvl = @; itvl < 1@@; itvl += 1)
1
if(funl@(&(paraml2->Enumerable[itvl]))) *(nthtarget®) = paraml2->Enumerable[itvl];
b
¥
void funl3(struct Quint *paraml4, Int32 *paraml5)
1
*({paraml5) = paraml4-:>f1de;
¥
void funle(Int32 *paraml?)
1
struct Quint *nthtarget@;
nthtarget® = &(nthtarget@alloc);
(funll(&(*regionlist), nthtarget@));
funl3(nthtarget®, paraml?);
¥

vold cutsource(struct Input *in, struct Output *out)
1

checkresult = 1;

regionlist = &(in-»regionlist);

myRegClaimed = &(in->myRegClaimed);

Int32 myRegalloc;

Int32 *myReg = &(myRegalloc);

(funlé(myReg));

out->out = *(myReg);

out-»checkresult = checkresult;



LINQ -> ZQL

1. Mostly straightforward translation from LINO to F#

let query gcmarad Salact

(squared :

sqrtTable : sqrtTable.First S}

var sqrits = squared.Select(
sqrtTable.First(row => Caveat: ZQL queries cannc

row.Iteml == sq));
output structured data (argl, arg2) -> (argl = sq))
7)

{squared))

2. Generate output check
Fail proof checking when false

Descend on the structure of the outp
let _ =
map2 Pass result of . operation

{fun chkLhs@
let (lhs2de, to ZQl .ery

let (rhs3de,

let rhsPrvs = ( ¥ 1n check(lhs2de rhsPrvs)
let rhsPrvo = ( =/dl) in check(lhs&dl rhsPrve)
())

distlisttup expected



< Demo >




Back to our example...

a Look up region in a large table of coordinates

° Show that GPS coordinates match result

G Encode region as a vector

e Creates shares of vector
e Sums other clients’ shares




Distributing Across Tiers

Core Principle: Rely on runtime whenever possible

Minimize the role of the compiler:

en tiers
whenever

shares, ...);
gpsPts = GetGpsReadings();

shares = MakeSecretShares(gpsPts); 701 Shares.GetEnumerator();
sumShares = AggregateGpsReadings(shares); while i.MoveNext()) {
-E?E?E-:-THTEFEETE?EEHHﬁEcude{sumﬁharesj; . ZBE]l =WZ@iti.Current;

newDispMap = GenerateDisplayMap(stats); Z8El.Exfiltrate(ZeWait, External);
RenderDisplayMap(newDispMap); b

Z8.Relocatable.WaitForExfiltration(sumShares, Z@Wait);



ZO: An Optimizing Compiler for ZK

2O uses the best of both back-ends as appropriate for the
application at hand

Performance ZK Translation

Analysis

Tier Splitting

e ClientIL
e ServerlIlL
e Resource IL

e Arithmetic
Circuit
.NET IL

C# Source Cost Model




Translating C# To Zero-Knowledge

Specify ZK input sizes to help optimization

Zer‘oKnowledgeEnd()J \

v
G
c
=
o
=
m
X
o
o
-
®
-

return agg;

} ZK operations given by LINQ
expressions




